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City of Chicago 


Confidentiality and Acceptable Use Policy 


To: City Employees and Independent Consultants  

From: Department of Innovation and Technology, Chief Information 
Officer 

Subject: Confidentiality and Acceptable Use Policy Regarding 
Responsibilities for Security and Privacy. 

Purpose 
Information security, confidentiality, and copyright protection are matters of concern for 
employees of the City of Chicago (“City”) and for all other persons who have access to City 
computer files and information assets, whether they are employees, vendors, consultants, or 
others. The City maintains information in the form of computerized files for City departments, 
boards, and agencies as well as other entities. The City utilizes computer software and 
methodologies created internally and by third parties who are protected by intellectual property, 
patent, copyright and trade secret laws. As such, the City is contractually obligated to prevent any 
and all unauthorized disclosure or use of these information assets. 

Recipient's Obligations 
A position of trust has been conferred upon every authorized person who, as part of their job 
function, comes in contact with confidential information to keep this information secure and 
private. Both City employees and contractors are obligated to recognize and adhere to these 
responsibilities while on or off the job. Therefore, an employee of the City or a person authorized 
to access City data files and information is required: 

•	 To follow the City’s privacy and security policies, standards, and guidelines including the 
Information Security Policy; 

•	 Not to expose customers’ or employees’ confidential information (such as social security 
number, driver’s license number, and credit card data or account information);  

•	 To maintain credit card data confidential and in full compliance of the current Payment 
Card Industry (PCI) Data Security Standards; 

•	 Not to expose health information (such as an individual’s diagnosis or treatment) as 
protected by HIPAA privacy and security rules; 

•	 Not to engage in or permit unauthorized use of any information in files or programs 
maintained by the City; 
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•	 Not to seek to benefit personally or permit others to benefit personally through the release 
of confidential information which has come to him/her by virtue of their job function or 
assignment; 

•	 Not to copy, alter, modify, disassemble, reverse engineer or decompile any intellectual 
property.  Intellectual property that is created for the City by its employees, vendors, 
consultants and others is property of the City unless otherwise agreed upon by means of 
third party agreements or contracts; 

•	 Not to exhibit or divulge the contents of any City record to any person except in the 
conduct of his/her work assignment or in accordance with the policies of the City; 

•	 Not to disclose the specifics of non-public City related business to unauthorized 

personnel; 


•	 Not to remove or cause to be removed copies of any official record or report from any 
file from the office where it is kept except in the performance of his/her duties;  

•	 Not to use or request others to use the City’s information technology for personal reasons 
beyond limited personal use as described in the Information Security Policy; 

•	 Not to conduct City business on devices that allow P2P communication (such as music 
file sharing) without explicit approval from the Department of Innovation and 
Technology; 

•	 To password protect mobile devices issued by the City or those authorized to connect to 
the City’s information technology resources.  Examples include but are not limited to: 
personal digital assistants (PDA), smart phones, laptops, handhelds (e.g. Blackberries) 
and off-site desktops; 

•	 To treat all passwords as Confidential information; 

•	 Not to aid, abet, or act in conspiracy with another to violate any part of this 

Confidentiality and Acceptable Use Policy; 


•	 To report any violation of this code by anyone to his/her supervisor immediately; 

Additional Resources 

The City of Chicago Information Security Policy: http://my.cityofchicago.org 
HIPAA: http://www.cms.hhs.gov/HIPAAGenInfo 

Illinois Personal Information Protection Act: http://www.ilga.gov/legislation/publicacts/94/094-
0036.htm 

Payment Card Industry Data Security Standard (PCI): https://www.pcisecuritystandards.org 

CAU V5 – 120810 Accessible 



 

 
 

 
 
 

     
 

 
 

 

 
_________________________________________ 
 
 

  

 
_________________________________________ 
 
 

 
 
_________________________________________ 
 
 
 
 
 

I acknowledge that I have received the City of Chicago’s Information 
Security Policy and its Confidentiality and Acceptable Use Policy 
regarding responsibilities for security and privacy. 

Employee/Consultant Signature Date 

X_________________________________________ ____________________ 

Employee/Consultant Name Department/Division or Company 
(Printed) 

Employee/Consultant Contact Number 

City Manager’s Name 
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